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The Rise of Shadow AI
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The Governance Visibility Gap¹
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Update Acceptable Use 
Policies (AUPs): 

Policy and Governance¹ Technical Monitoring & Controls² Workforce Education & Training²
User Activity 
Monitoring (UAM): 

Network Hardening: Mandate Approved 
Tools: 

Reframe the Threat: 

There is a significant disconnect between AI adoption and oversight. 
This gap creates significant blind spots for security programs.

Say generative AI has fundamentally 
changed how employees access and share information

Have formally integrated AI into their business strategies

Have fully integrated AI governance into their insider risk 
management programs

Have minimal to no visibility into AI agent activity

The rapid adoption of Artificial Intelligence (AI) in the workplace presents a paradigm shift that has fundamentally altered the insider 
threat landscape. Driven by a desire for increased productivity, well-intentioned personnel are adopting unsanctioned AI tools and 
services. This widespread use of “Shadow AI” is rooted in the unique ways users integrate these systems into their daily workflows. 
Shadow AI encompasses two distinct threat vectors: the intentional use of external commercial or private LLMs, and the activation of 
embedded AI features within existing government and sensitive networks that have not yet been fully evaluated for security risks. When 
bypassing traditional security controls, both vectors create a massive, unmonitored attack surface where new risks outpace current technical 
safeguards and governance. For Insider Threat programs, this lack of oversight into data leakage pathways means Shadow AI is no longer a 
future concern; it is a primary vector for Unauthorized Disclosure (UD), data spillage, and potential operational security (OPSEC) failures.

Data Leakage Pathways³
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Making 
negligence 
the costliest 
insider risk 
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Promote Secure 
Practices: 

Explicitly address the 
risks of both personal AI 
companion services and 
the use of public LLMs for 
official work. Prohibit the 
input of any sensitive, non-
public, or CUI information.

Prohibit unauthorized 
LLMs and direct 
personnel to use only 
approved, secure 
government platforms 
like GenAI.mil.

Implement 
countermeasures 
to detect and block 
unauthorized AI-
enabled tools that 
could introduce 
malware or backdoors.

Tune UAM strategies 
to detect behavioral 
indicators associated with 
high-risk AI use, such as 
concerning conversations 
with AI chatbots and 
companions.

Educate the workforce 
that inputting data into 
a public AI prompt is 
the exact equivalent of 
posting that data on a 
public web page.

Train personnel on 
the appropriate use 
of secure AI, proper 
data handling, and the 
critical importance of 
OPSEC in the age of 
generative models.

Securing the Network: A Three-Pillar Strategy to Counter Shadow AI


